Santa Clara Valley Water
District Annual Audit

Work Plan, FY 18/19 to FY
20/21.

DRAFT AUDIT WORK PLAN — OCTOBER 13, 2020

SANTA CLARA VALLEY WATER DISTRICT BOARD OF DIRECTORS DRAFT
ANNUAL WORK PLAN, FY 18/19 TO FY 20/21

Attachment 1
Page 1 of 8




SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

OVERVIEW

The selection of audits is an important responsibility of the Audit Committee. The formulation of this audit
work began in 2018 when the Valley Water's Board of Director provided input and approved the
enterprise risk assessment that was administered across agency operations. The audit work plan is a
culmination of a comprehensive effort to consider input on auditable areas from Valley Water employees,
mid-level management, executive management, and Board Directors.

The proposed audit work plan considers factors that, if addressed, will provide opportunities to mitigate
those risks and improve operations. These factors include:

Operational — Are Valley Water programs/activities performed and services delivered in the most
efficient, effective, and economical manner possible, and do they represent sound business decisions,
including appropriate responses to changes in the business environment?

Financial — Is there an opportunity to improve how Valley Water manages, invests, spends, and
accounts for its financial resources?

Regulatory — Do Valley Water programs and activities comply with applicable laws and regulations?

Health and Safety — Are Valley Water services delivered in a manner that protects our residents and
employees from unnecessary exposure to environmental factors?

Information Security — Are Valley Water’s information systems and networks protected against
unauthorized access, use, disclosure, disruption, modification, inspection, recording, or destruction?

In addition, the proposed audit work plan considers several other factors in the selection of audits.

Relevance — Does the audit have the potential to affect Board decision-making or impact Valley Water
customers and residents?

Best Practices — Does the audit provide the opportunity to compare current performance to best
practices?

Return on Investment — Does the audit have the potential for cost savings, cost avoidance, or revenue
generation?

Improvement — Does the audit have the potential to result in meaningful improvement in how Valley
Water does its business?

Risk - The audit work plan also considers risks related to major functions, as identified through a 2017
enterprise risk assessment conducted by TAP International.

Audit Frequency — Individual Divisions at Valley Water should not be subject to more than two audits
per year.
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SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

AupIT WORK PLAN, FY 18/19 1O FY 20/21

This proposed audit work plan is divided into section. Section A describes ongoing non-audit (e.g. advisory)
responsibilities of the Independent auditor and well as other quality assurance activities planned by
executive management. Section B describes the audits planned for implementation by the Independent
Auditor and other audits planned by Valley Water’s executive management.

SECTION A

NON-AUDIT SERVICES AND SPECIAL PROJECTS

The following table lists non-audit services and special projects for the FY 2019-20 audit work plan:

Project Scope Planned Hours
Board of Director/Audit Ongoing. Should the Board of 80
Committee Requests for Directors request information on

Information activities implemented by other

public agencies or on other matters of
interests applicable to enhancing the
efficiency and effectiveness of
operations, the independent auditor
will collect and summarize
information.
Audit Training Annual. The Board Audit Committee 2
Charter describes a requirement to
provide audit training to BAC
committee members at least
annually.
Support services Ongoing. Provide support services to 40
Board Directors and Valley Water
staff applicable to specific initiatives
or planning projects to prevent
potential service delivery risks, such
as the planning of a new ERP system.

QEMS - Independent Auditor Ongoing. Provide services to ensure As needed
proper oversight and accountability.
Management reviews Ongoing. Valley Water ‘s CEO as As needed

needed will initiate internal quality
assurance reviews of business
practices and operations. These
reviews are to be shared with the
audit committee.
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SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

SECTION B: AUDIT SERVICES

AUDIT WORK PLAN — INDEPENDENT AUDITOR

FY 2018-19

The following audits have been approved in FY 2018-19 by the Board of Directors and will continue into
the FY 2019-20 audit work plan.

ID Audit Audit Objectives Planned
Hours
1 District Counsel Are there structural, organizational, and process 664
Office Review improvement opportunities for the District Counsel’s
Office?
5 Contract Change What types of business process improvements are 429
Order Processing necessary for contract change order processing?
6 Real Estate Review How can the Real Estate improve its financial and 574
service delivery performance?
Total 3 audits 1,667
FY 2019-20

The following audits have been selected for approval for the FY 2019-20 audit work plan.

ID Audit Name Audit Objectives Planned Factors
Hours Considered
Ad-hoc Board TBD 500-800 Relevance
Audits
Audit Follow Review and monitor the status of audit 120 Relevance
up recommendations
Sub Total 620-800
13 Construction ~ What areas of Valley Water’s capital 314-371 Financial
project project budgeting practices can benefit Improvement
management from adopting best practices? Risk
Best practices
2 SCADA audit* Does Valley Water’s Supervisory 714-857 Information
Control and Data Acquisition (SCADA) Security
systems meet established SCADA Relevance
security frameworks? Improvement
Risk
7 Permitting How does Valley Water’s permitting 171-229 Operational
best practices process compare with other agencies? Best practices
Can alternative permit processing Improvement

activities benefit Valley Water?
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SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

4 Risk Can risk management business 143-260 Relevance
Management processes be implemented more Financial
effectively? (i.e. contract claims, Operational
workers compensation, small claims). Best practices
3 Billing and Are there opportunities to enhance 343-429 Relevance
Collections Valley Water’s billing and collection Financial
audit processes? Regulatory
Improvement
Risk
Return on
Investment
11 Accountability Are there opportunities to enhance 115-171 Health and Safety
audit safe clean water audits? Relevance
Improvement
Sub 5 1,800-2,317

Total

*The SCADA audit (ID 2) will be deferred and reconsidered during the next Risk Assessment given the
master planning efforts underway for Valley Water’s SCADA systems.

FY 2020-21

The following audits have been selected for approval for the FY 2020-21 audit work plan.

ID Audit Name Audit Objectives Planned Factors
Hours Considered
Ad-hoc Board TBD 500-800 Relevance
Audits**
Audit Follow Review and monitor the status of 120 Relevance
up audit recommendations
Subtotal 620-800
Grants Performance audit of the efficiency Outsourced- Financial
Management and effectiveness of grant TBD improvement
management and administration Operational
Best practices
21 Community Can Valley Water benefit from 417-543 Financial
engagement updating its purchasing practices for Improvement
multi-media, advertising, and other Operational

community engagement vendor
related activities? What are the best
practices in planning and facilitating
community engagement?

Best practices
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SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

Property Is Valley Water implementing its 400 Operational
Management encroachment licensing program
consistent with the Board’s guiding
principles?
20 Homelessness  How can the Valley Water enhance its  290-371 Health and
analysis homelessness encampment clean-up Safety
activities that protect health and Relevance
safety? Financial
Operational
8 Classified To what extent does the Valley 143-200 Relevance
information***  Water’s Counsel’s office appropriately Operational
classify confidential information?
26 Local What are the financial and service 200-229 Operational
workforce delivery disadvantages and
hiring advantages of RFPs that require
preferences for local workforce
hiring?
27 Equipment Is Valley Water adequately meeting 143-229 Health and
maintenance the needs of equipment safety
maintenance? Operational
Financial
33 Water Fix What potential financial risks could 160-286 Financial
occur on the California Water Fix Relevance
project?
Sub 8 1,125-1,661
Total

**Ad-Hoc Audits to be added to the Board performance plan upon identification and approval of

reviews.

***This issue was included in the project plan for the performance audit of the District Counsel’s office.

SANTA CLARA VALLEY WATER DISTRICT BOARD OF
DIRECTORS DRAFT ANNUAL WORK PLAN, FY 18/19 TO FY

20/21

Attachment 1
Page 6 of 8



SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

AUDIT WORK PLAN — VALLEY WATER RESPONSIBILITY

FY 18/19 THRU FY 19-20

QEMS
QUALITY ENVIRONMENTAL MANGEMENT SYSTEM INTERNAL AUDITS
AUDIT DESCRIPTION AND UNIT #
Treated Water O& M DOO: TW Survey (customer service w/ WS DOO) #515
Laboratory Services Unit #535
North Water Treatment Operations Unit #565
South Water Treatment Operations Unit #566
Treatment Plant Maintenance Unit (North & South WTP) #555
Water Quality Unit #525
Water Utility Capital Division
Capital Program Planning and Analysis Unit #335
Construction Services Unit #351
Pipelines Project Delivery Unit #385
East Side Project Delivery Unit #375
West Side Project Delivery Unit #376
Dam Safety & Capital Delivery Division
CADD Services Unit #366
Dam Safety Program & Project Delivery Unit #595
Design and Construction Unit #3 #333
Pacheco Project Delivery Unit #377
Water Supply Division DOO: TW Survey (customer service w/ TW O&M DOO) #415
Wells & Water Measurement Unit #475
Watersheds Design and Construction Division
Design and Construction Unit #1 #331
Design and Construction Unit #2 #332
Design and Construction Unit #4 #334
Design and Construction Unit #5 #336
Land Surveying and Mapping Unit #367
Real Estate Services Unit #369
Associated Business Support Areas
Facilities Management Unit #887
Infrastructure Services Unit/IT #735
Equipment Management Unit #885
Business Support & Warehouse Unit #775
Purchasing & Consultant Contracts Services Unit #820
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SANTA CLARA VALLEY WATER DISTRICT ANNUAL AUDIT WORK PLAN, FY 18/19 TO FY 20/21.

Emergency Services & Security #219
Environmental, Health & Safety Unit #916
Workforce Development (Training) #915
Core ISO Procedures: Continual Improvement Unit #116
Office of Communications (Customer Service) #172
Office of the Clerk of the Board (Customer Service) #604

COMPLIANCE AND FINANCIAL AUDITS

FINANCIAL AUDITS

Financial Audits

Treasurer's Report

Appropriation's Limit

Compensation and Benefit Compliance (odd years)
Travel Expenses Reimbursement (even years)
Single Audit (if applicable)

WUE Fund Audit
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